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Global Risk Report 2018

• Sólo en los últimos años, 7 mil millones de
identidades han sido expuestas.

• El coste de una brecha de seguridad ha
aumentado más de un 27%.



PRINCIPALES RIESGOS 2018 - ALLIANZ

(€4.2m)

Energy platform

incident

$5m

(€3.8m)

Strike/riot/vandalism

$4.5m

(€1.7m)

Fire, explosion

$2m

(€1.2m)

Flood

$1.4m
(€0.8m)

Storm

$0.9m

Average value of BI claim by cause of loss (selected). Energy 

platform and strike/riot/vandalism incidents are low frequency/high 

severity events.

Source: Allianz Global Corporate & Specialty

RISK MITIGATION, SEMANTIC ANALYSIS  

AND AN INSURANCE EVOLUTION

In this year’s Risk Barometer, BI also ranks as the 

second most underestimated risk (see page 11).

“BI impact is easy to underestimate,” says 

Thomas Varney, Regional Manager Americas, 

Allianz Risk Consulting, AGCS. “Risks can be 

extremely complex. In many cases it is difficult 

to know what the actual exposure is, how to 

calculate the loss, or even where the actual 

disruption in the supply chain occurred.”

“Companies often underestimate the complexity 

of ‘getting back to business’ and can have 

bottlenecks in their emergency plans, 

particularly with regards to alternative 

suppliers,” says Muench. “Cyber risk is another 

example. They may have a cyber-attack 

continuity plan to start their own IT again but is 

the BI threat adequately assessed? What about 

the impact of a cyber incident at one of their 

suppliers stopping them from delivering 

products or services?”

Nevertheless risks can be mitigated. 

“Businesses should continuously fine tune their 

emergency plans to reflect the new BI 

environment, plan for a variety of scenarios 

and have strategic alignment through all 

departments on predictive detection of risks,” 

says Muench.

Insurers such as AGCS can support businesses 

further through provision of new insurance 

solutions such as cyber BI and NDBI cover, 

which indemnifies a business for lost revenue 

due to disruption from an event. AGCS also 

leverages semantic analysis tools to better 

understand a business’ supply chain risk. This 

enables mapping of supplier relationships up 

to the fourth tier, thus helping to identify 

exposure and accumulation issues.

“It ’s important that businesses understand that 

new NDBI triggers are evolving,” says Varney. 

“Today’s threats may be understood, but what 

about tomorrow’s? It ’s an ongoing diligence to 

keep abreast of the impacts that are going to 

change as a business evolves. Businesses need 

to understand the new facilities they have, 

mergers and acquisitions that may have 

occurred, different suppliers they may be 

using – all of these continually change as a 

business grows.”

The threats may be changing but the result stays 

the same. Business interruption (incl. supply 

chain disruption) is the top risk for companies for 

the sixth consecutive year, according to the Allianz 

Risk Barometer, with 42% of responses rating it as 

one of the three most important risks companies 

face in 2018, up year-on-year. Whether it results 

from factory fires, destroyed shipping containers, 

or, increasingly, cyber incidents, BI can have a 

tremendous effect on a company’s revenues. Yet 

its impact is one of the hardest risks to measure. A 

severe interruption can even have a terminal 

impact, particularly for smaller companies. 

Moreover, increasing interconnectivity means the 

potential for higher losses is growing. BI can be a 

consequence of many of the other top risks in this 

year’s Allianz Risk Barometer. 

AN INCREASING NUMBER OF  

DISRUPTIVE SCENARIOS

BI can be triggered by traditional property 

damages resulting from natural catastrophe 

losses or a break in the supply-chain due to 

property damages at the premises of a supplier 

or customer, often known as contingent business 

interruption (CBI).

BI losses for businesses can often be much 

higher than the cost of any physical damage. 

The average large BI property insurance claim is 

now in excess of $2m1. This is more than a third 

higher than the average direct property 

damage loss. ($2.4m and $1.75m respectively). 

But as many businesses transition from being 

rich in physical assets to deriving more value 

from intangibles and services, increasingly, BI is 

being triggered by non-traditional risk 

exposures which don’t cause physical damage 

but result in lost income – so-called non-

damage business interruption (NDBI). 

“Businesses are facing an increasing number of 

disruptive scenarios, as the nature of BI risk 

evolves in our networked society,” explains 

Volker Muench, Global Practice Group 

Leader, Property, AGCS. “They still have to deal 

with traditional exposures, such as the impact of 

natural catastrophe activity, which we’ve seen 

peak in 2017. But they are also challenged by a 

multitude of new triggers stemming from 

digitalization – as data becomes a critical asset 

–, supplier interdependencies and product 

quality incidents, as well as the indirect impact 

from terrorism and political events or strikes, 

which can result in loss of income from people 

staying away from impacted areas.”

The threats don’t stop there. In today’s 

uncertain political and business landscape, 

where the prospect of an abrupt change of 

rules disrupting business models is an 

increasing concern, a withdrawal of regulatory 

approval or product license is another potential 

BI risk. 

WHICH CAUSES OF BUSINESS INTERRUPTION (BI) DO BUSINESSES FEAR THE IMPACT OF MOST?

5. Machinery 

breakdown

2. Fire, explosion

40%

4. Supplier failure, 

lean processes

30%

3. Natural 

catastrophes

39%

1. Cyber incidents

42% 23%

Allianz Risk Barometer 2018

HOW MUCH CAN BI COST?

Major Risks in Focus: Business Interruption

The rise of cyber BI and internet supply chain risk

For the first time in the Allianz Risk Barometer survey, the impact of cyber 

incidents (42% of responses) is ranked as the most feared BI trigger by businesses. 

BI also ranks as the main cause of an economic loss (see page 11) after a cyber 

incident (67% of responses). This represents a significant shift in the perception of 

BI risk from respondents over the past 12 months, reflecting the fact cyber 

incidents have escalated in scale. Events in 2017, such as the WannaCry and 

Petya ransomware attacks (see page 10), have brought significant disruption 

and financial losses to a large number of businesses and services. Others, such as 

the massive distributed denial of service attack on internet provider Dyn in 

October 2016 (see page 10), also demonstrate the interconnectedness of risks 

and shared reliance on common internet infrastructure, service providers and 

technologies, according to Cyence Risk Analytics, from Guidewire, which partners 

with AGCS in assessing cyber risk.

While cyber BI can result from the likes of ransomware incidents, which have 

doubled in frequency over the past year and involve hackers encrypting files 

and demanding compensation to unlock them, a more frequent cause of cyber 

BI can be mundane technical failures or employee error. For example, in 

February 2017, Amazon suffered an outage of its cloud storage service for four 

hours, impacting a number of internet services, websites and other businesses. 

It was reported the outage was caused by human error2. Cyence Risk Analytics 

estimates that companies in the S&P 500 dependant on Amazon’s services lost 

approximately $150m as a result3.

Cyence Risk Analytics notes that BI is one of the largest loss drivers for businesses 

after a cyber incident. For example, in the event of an outage at a cloud service 

provider lasting more than 12 hours, it estimates that losses could total $850m in 

North America and $700m in Europe, based on 50,000 companies in three 

specific industry sectors (financial, healthcare and retail) being impacted by the 

outage in each region.

Source: Allianz Global 

Corporate & Specialty. 

Figures represent the 

percentage of answers of all 

participants who responded 

(845). Figures don't add up 

to 100% as up to three risks 

could be selected.

1 MAJOR RISKS IN FOCUS 
BUSINESS INTERRUPTION

=  2018: 42%/2017: 37% (1)

With more and more new loss triggers emerging, and an increase in cyber 

business interruption (BI) incidents, BI is the top risk in a “networked society”

5-year risk rankings 

(% of responses  

and position):

2017: 37% (1)

2016: 38% (1)

2015: 46% (1)

2014: 43% (1)

Top risk in:

 Canada

 China

 France

 Germany

 Hong Kong

 Indonesia

 Italy

 Japan

 Morocco

 Netherlands

 South Korea

 Spain

 Switzerland

Top risk in the 

following sectors:

 Aviation

 Food & Beverage

 Manufacturing 

(incl. Automotive)

 Power & Utilities

 Retailing & 

Wholesale

 Transportation

1 Allianz Global Corporate 

& Specialty, Global 

Claims Review: Business 

Interruption in Focus

2 The Guardian, Typo 

blamed for Amazon's 

internet-crippling outage, 

March 3, 2017

3 Evolution of Cyber Risks: 

Quantifying Systemic 

Exposures, George Ng 

and Philip Rosace, 

Cyence Risk Analytics, 

Guidewire, MMC Cyber 

Handbook 2018
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Inversión en Seguridad – Se gasta mas, se detiene menos.

Inversión vs Nivel de Protección



de las brechas de seguridad

involucran credenciales

privilegiadas

80%

- 2016 Forrester Wave 

Privileged Identity Management

De las brechas involucran

amenazas o abusos

internos

75%

- 2016 IBM Security Index

Security Index Report

De las brechas involucran

endpoints comprometidos

85%

- 2016 SANS Report

Riesgos en Seguridad



• Consentimiento

• Data Protection Officer

• Violación de Seguridad - 72 hours

• Obligaciones legales de notificar sin demora

indebida

• Portabilidad de Datos

• Derecho de borrado

• Responsabilidad conjunta en la nube

• Sanciones por incumplimiento

EU GDPR EXECUTIVE SUMMARY



Detección

En promedio, una brecha
se detecta despues de 
229 días (*)

(*) Symantec ISTR



Application Unix Server Windows Server Database Network Device Workstation

Donde se encuentra la Información Personal Identificable



CUENTAS PRIVILEGIADAS & RIESGOS?

 Cuentas utilizadas por el personal de TI 
que, a menudo tienen acceso sin 
restricciones a datos y sistemas críticos.

 En todas partes, en todos los dispositivos
conectados, servidores, sistemas
operativos, bases de datos o aplicaciones: 
locales y en la nube.

 Representa uno de los aspectos más
vulnerables de la infraestructura de TI de 
una organización.

MALWARE

RANSOMWARE

PÉRDIDA DE DATOS SENSIBLES

ATAQUES INTERNOS Y FUGAS DE DATOS

ALTERACION DE DATOS

INTERRUPCIÓN DEL SERVICIO

FRAUDE FINANCIERO



Estado de la seguridad

• 30% of organizaciones permiten compartir cuentas y contraseñas

• 62% de las organizaciones fallan en los procesos de aprovisionamiento de acceso 
privilegiado

• 70% de las organizaciones no conoce las cuentas privilegiadas.

• 55% no revoca accesos después de que un empleado deja la compañía.

• El 63% no rastrea ni tiene alertas sobre intentos fallidos de inicio de sesión para cuentas 
con privilegios

• 70% no puede limitar el acceso de terceros a cuentas privilegiadas



Thycotic – Gestión de Privilegios

• Reducir los riesgos de brechas y amenazas internas

• Prevenir, aislar y limitar los ataques y malware

• Aumentar la eficiencia operativa para el acceso de administradores de 

TI

• Ayudar a gestionar y  otorgar acceso privilegiado a terceros: 

contratistas, vendedores y técnicos proveedores de servicios

• Ayudar en el cumplimiento de regulaciones y auditorias de seguridad

pudiendo registrar el flujo de informacion y acceso a los datos.



EU GDPR

 DEBE DESCUBRIR Y AUDITAR 

PRIVILEGIOS

 DEBE PROTEGER PRIVILEGIOS

 LIMITAR CUENTAS DE 

ADMINISTRADOR CON MODELO 

DE PRIVILEGIOS MINIMOS



Muchas gracias

Carlos Ferro
carlos.ferro@thycotic.com


